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01. General  

This Whitepaper provides information about the EBF Onboarder service focusing on security 

related aspects of the infrastructure, data processing and communication. 

EBF GmbH is ISO 27001 certified. The certification is proof that EBF invests sufficiently in 

information and IT security, protect confidential data sufficiently against misuse, attacks, loss 

and disclosure and that we guarantee high availability of IT systems at the same time. 

02. System Architecture  

The following picture gives an overview of the EBF Onboarder system architecture, 

components, protocols used and communication partners. 
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03. Hosting 

The EBF Onboarder service is hosted in a HA data center provided by PlusServer GmbH in 

Cologne/Germany. PlusServer is ISO 27001 certified. 

04. Firewalls 

Incoming communication is allowed only on port 443. Outgoing communication is allowed on 

ports used by the different API endpoints and additionally SMTP. 

Please make sure the Onboarder IP address (out-app.ebf.com; 62.138.245.79) is whitelisted 

for accessing the source and target EMM systems. 

05. Authentication 

Each tenant needs to authenticate at the administration console of the EBF Onboarder service. 

Multi-factor authentication can be enabled for tenant administrators. 

06. Role based access control 

The EBF Onboarder service administrators can have different roles: 

• Tenant administrator (all rights applied by default) 

• Additional tenant administrator 

Available access rights: 

- Create Migrations 

- Manage Settings 

- Manage Administrators 

Data visibility and functionality are restricted for each role.  

07. Session expiration 

User sessions expire after 30 minutes. 
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08. Personal data handling 

08.1. Personal data being stored 

The EBF Onboarder service needs to store user data and device data to migrate devices 

between EMM systems. Data is stored in a MariaDB database. Personal data include the 

following: 

• Name 

• Email address 

• Device name 

• Phone number 

• Device serial number / IMEI 

• Device ID in source EMM 

• Device ID in target EMM 

08.2. Data storage duration 

Personal data is needed as long as the customer runs the migration projects. After completing 

the migration, the customer may delete the projects which leads to an anonymization of the 

personal data stored in database. 

PERSONAL DATA FIELDS ANONYMIZED VALUES 

Name No Name 

Email address noname@ebf.com 

Device name Dummy Device 

Phone number 000000 

Device serial number / IMEI XXXXXXXX 

Device ID in source EMM XXXXXXXX 

Device ID in target EMM 0 

 

09. Data encryption 

Customer admin passwords are salted and hashed when stored in the database. The EMM API 

passwords for source and target systems and SMTP passwords are encrypted with AES256.  
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10. External APIs 

Communication with related EMM systems is done using the official APIs of the EMM providers. 

REST communication always uses port 443. SOAP-API ports may vary for different instances 

of those EMMs. 

EMM API 

Afaria (SAP) SOAP 

Baramundi bMS REST 

BlackBerry UEM / v12 / Cloud SOAP 

Good for Enterprise SOAP 

Intune (Microsoft) REST 

Jamf Pro / School/ Now REST 

MaaS360 (IBM) REST 

Meraki (Cisco) REST 

Ivanti (EPMM / Neurons / EPM Landesk) REST 

Sophos REST 

SOTI REST 

Omnissa  Workspace ONE (VMWare) REST 

XenMobile (Citrix) REST 

 

 

11. Logging 

The EBF Onboarder service has an audit log stored in the database. It contains information 

about: 

• User logins (available for 5 years) 

• User actions (create migration projects, send invitations) (available for 5 years) 

• System events (available for 30 days) 

Additionally, there is a rolling Tomcat log (available for 7 days), that provides the following 

information: 

• API requests 

• Error messages 
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12. Backups 

Automatic backup of data (database dump and log files) is done every night to a SAN. 

Backups are rolled over after a period of 5 weeks. The backup storage is physically protected 

within an ISO 27001 certified data center. Encryption of data at rest is not performed on a 

storage level. 
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13. ISO 27001 Certificate EBF 
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14. ISO 27001 Certificate PlusServer 
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15. ISO 9001 Certificate PlusServer 
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16. PCI Certificate PlusServer 

 

 


